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▪ User authentication is the frontline face of cyber 

security for millions of users

▪ we all have to identify and authenticate ourselves 

somewhere

▪ Has become progressively more significant as there 

is more we want and need to protect

▪ applies more often and to an ever-widening range 

of participants  

▪ Mechanisms available to us have not necessarily 

evolved to keep pace

Introduction

22 October 2024 Prof. Steven Furnell, School of Computer Science

?
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▪Multiple devices

▪ e.g. we routinely authenticate ourselves 
on desktops, laptops, phones, tablets, etc

▪Multiple services

▪ e.g. applications and online services 
require us to have accounts

▪Greater threats to identity

▪ as online identity grows in value more 
must be done to safeguard it

Authentication everywhere

22 October 2024 Prof. Steven Furnell, School of Computer Science
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▪ IAM starts with having to prove to the computer 
what we already know – i.e. who we are 
▪ I’m always sure that I am me - what varies is what 

I’m willing and able to do to prove it

▪What will users tolerate?
▪ depends upon the device, the context and what they 

are trying to protect

▪ e.g. in time-pressured and urgent situations 

▪Same security, varying context
▪ relatively easy to type a strong password when sat 

at a desktop or laptop PC

▪ harder to do it when travelling with a phone

The burden of proof?

22 October 2024 Prof. Steven Furnell, School of Computer Science
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▪ In many cases, we lack facilities to support anything 
beyond password/PIN approaches 

▪ Potential for significant variation
▪ some service providers make specific provision for stronger 

approaches

▪ some sites persist with basic and poorly considered 
approaches, which do not promote or reinforce good practice 

▪ We end up encountering fundamentally different 
requirements:
▪ our identity is validated to different degrees, but often links 

back to the same types of access and sensitive information

Inconsistent identity?

22 October 2024 Prof. Steven Furnell, School of Computer Science

?
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▪Going beyond basic passwords requires 
additional technologies
▪ biometrics 

▪ tokens

▪ (authenticator apps)

▪Needs the service to support and/or 
supply them
▪ even then some technologies will not work on 

all devices

▪Upshot is that we have generally relied 
upon methods that only need a keyboard 

Preventing progress?

22 October 2024 Prof. Steven Furnell, School of Computer Science
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▪ The NHS context should work to the 
advantage of security 

▪ Less need to convince of users of the 
need for authentication

▪ they recognise sensitivity of data 
and the requirement to protect it 
etc

▪Cyber security more generally aligns 
with the duty of care

NHS - A Naturally Helpful Situation?

22 October 2024 Prof. Steven Furnell, School of Computer Science
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▪ Despite various alternatives and enhancements, our 

authentication experience is still dominated by 

passwords 

▪ Despite being around for decades, we still haven’t 

mastered it and passwords are still used badly

▪ The blame is commonly laid at users 

▪ but perhaps some responsibility perhaps rests 

with those requiring passwords to be used

Getting the basics right?

22 October 2024 Prof. Steven Furnell, School of Computer Science

Reserved for

PASSWORD

1960s – ????

Stayed around longer

than expected
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Can you spot your password?

22 October 2024 Prof. Steven Furnell, School of Computer Science

2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023

1 123456 123456 123456 123456 123456 123456 123456 123456 123456 password 123456

2 password password password password password password 123456789 123456789 123456789 123456 admin

3 12345678 12345 12345678 12345 12345678 123456789 qwerty picture1 12345 123456789 12345678

4 qwerty 12345678 qwerty 12345678 qwerty 12345678 password password qwerty guest 123456789

5 abc123 qwerty 12345 football 12345 12345 1234567 12345678 password qwerty 1234

6 123456789 123456789 123456789 qwerty 123456789 111111 12345678 111111 12345678 12345678 12345

7 111111 1234 football 1234567890 letmein 1234567 12345 123123 111111 111111 password

8 1234567 baseball 1234 1234567 1234567 sunshine iloveyou 12345 123123 12345 123

9 iloveyou dragon 1234567 princess football qwerty 111111 1234567890 1234567890 col123456 Aa123456

10 adobe123 football baseball 1234 iloveyou iloveyou 123123 senha 1234567 123123 1234567890

(Sources: SplashData 2013-19; NordPass 2020-23)
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So, let’s vote … why do poor passwords persist?

22 October 2024 Prof. Steven Furnell, School of Computer Science

▪Is it because:

(a)  People are stupid

(b)  Passwords are flawed

(c)  We allow them to be chosen

‘123456’ was the 

most common 

choice for 10 of the 

last 11 years … 

perhaps we could 

block it?
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▪An assessment of almost 3300 
passwords 

▪Revealed various bad practices

▪ short passwords 

▪ choices that would be found in 
dictionaries and name lists

▪ Introduced feedback to encourage 
users to make more secure choices

Not a new issue … 

22 October 2024 Prof. Steven Furnell, School of Computer Science
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Some realisations …

Prof. Steven Furnell, School of Computer Science22 October 2024

Passwords are a broken mechanism

The method itself doesn’t naturally 

improve over time

User behaviour won’t naturally 

improve either

Change the method or support 

people better



Changing the method …?

Prof. Steven Furnell, School of Computer Science22 October 2024

Biometrics Tokens Authenticator Apps

Any panacea here?
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Providing support … ?

Prof. Steven Furnell, School of Computer Science22 October 2024

▪ Expecting us to use any method assumes we 

know how to do so

▪ But 

▪ Will users know how to do it?

▪ What support do we provide to help them 

get it right?

▪ Support ought to cover:

▪ Setting it up

▪ General use

▪ Handling problems
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▪ Poor choices 
▪ e.g. too short, common words, personal information etc.; 

vulnerable to cracking and social engineering

▪ Written down
▪ risking discovery by other people

▪ Retained for long periods
▪ increasing opportunity for an impostor if discovered (or 

previously shared)

▪ The same on multiple systems
▪ a breach on one potentially renders the others 

vulnerable

What are the problems with passwords?

22 October 2024 Prof. Steven Furnell, School of Computer Science
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▪ Poor choices 
▪ e.g. too short, common words, personal information etc.; 

vulnerable to cracking and social engineering

▪ Written down
▪ risking discovery by other people

▪ Retained for long periods
▪ Increasing opportunity for an impostor if discovered (or 

previously shared)

▪ The same on multiple systems
▪ a breach on one potentially renders the others 

vulnerable

And which of these problems are avoidable?

22 October 2024 Prof. Steven Furnell, School of Computer Science
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How supportive is the NHS?

Prof. Steven Furnell, School of Computer Science22 October 2024

From the NHSmail Password policy: 

https://support.nhs.net/knowledge-base/nhsmail-password-policy/
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How supportive is the NHS?

Prof. Steven Furnell, School of Computer Science22 October 2024

https://support.nhs.net/knowledge-base/nhsmail-password-policy/
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How supportive is the NHS?

Prof. Steven Furnell, School of Computer Science22 October 2024

https://support.nhs.net/knowledge-base/nhsmail-password-policy/
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How supportive is the NHS?

Prof. Steven Furnell, School of Computer Science22 October 2024

https://support.nhs.net/knowledge-base/nhsmail-password-policy/
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Authenticating your authentication … 

Prof. Steven Furnell, School of Computer Science22 October 2024

https://support.nhs.net/knowledge-base/getting-ready-to-use-self-

service-password-reset-and-unlock/
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Looking at the wider context

Prof. Steven Furnell, School of Computer Science22 October 2024

▪Shouldn’t all this password stuff be second 

nature by now?

▪Shouldn’t we already know ‘good practice’ 

from elsewhere?

▪What support do we get in wider contexts?

▪What sort of passwords are we able to ‘get 

away with’?

▪ Let’s look at some findings …
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Giving good guidance?

Prof. Steven Furnell, School of Computer Science22 October 2024

Site
Information

prior to password 

attempt

Tangible guidance

prior to password 

attempt

Feedback during 

attempt 

Post-attempt 

feedback

Amazon ✓ ✘ ✘ ✓

Facebook ✘ ✘ ✘ ✓

Google ✓ ✘ ✘ ✓

Instagram ✘ ✘ ✓ (via Next button) ✓

LinkedIn ✓ ✘ ✘ ✓

Microsoft Live ✘ ✘ ✘ ✓

Reddit ✘ ✘ ✓ (via a meter) ✓

Twitter ✓ ✘ ✓ (via messages) -

Wikipedia ✓ ✘ ✓ (via messages) -

Yahoo! ✘ ✘ ✓ (via messages) -
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Post-attempt feedback examples

Prof. Steven Furnell, School of Computer Science22 October 2024

Google

LinkedIn

Reddit

Facebook
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Preventing poor practices?

Prof. Steven Furnell, School of Computer Science22 October 2024

Site
Min 

length
Prevents 
surname

Prevents 
user ID

Prevents 
password

Prevents 
Password1!

Prevents 

dictionary 
words

Enforces 

composi-
tion

Allows

3 random 
words

Allows 

browser-
generated

Extra protection 
(available as options)

Amazon 6 ✘ ✘ ✘ ✘ ✘ ✘ ✓ ✓ 2-step verification

Facebook 6 ✓ ✓ ✓ ✘ ✘ ✘ ✓ ✓ 2-factor authentication

Google 8 ✓ ✓ ✓ ✓ ~ ~ ✓ ✓ 2-step verification

Instagram 6 ✘ ✓ ✓ ✘ ✓ ✘ ✓ ✓
Two-factor authentication (via 
SMS codes or third-party app)

LinkedIn 6 ✘ ✘ ✓ ✘ ~ ✘ ✓ ✓ Two-step verification

Microsoft 
Live 8 ✘ ✓ ✓ ✘ ~ ✓ ✘ ✓

2-step verification
Microsoft Authenticator App

Reddit 8 ✘ ✓ ✓ ✘ ✘ ✘ ✓ ✓
Connect to Apple, Google, Twitter. 

2-factor authentication

Twitter 8 ✘ ✘ ✓ ✘ ~ ✘ ✓ ✓
Two-factor authentication (via a 

code, app, or physical key)

Wikipedia 8 ✘ ✓ ✓ ✘ ~ ✘ ✓ ✓ ✘

Yahoo! 7-9 ✓ ✓ ✓ ✓ ✓ ~ ✓ ✓ 2-step verification
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▪ Findings with passwords are arguably illustrative of two broader 

issues:

▪ Users are often expected to use security without a sufficient degree of 

guidance and support

▪ Our use of security methods can remain fairly static while our use of wider 

technologies changes dramatically

▪Both factors can potentially leave us more exposed to a growing 

range of threats

Illustrating broader concerns?

22 October 2024 Prof. Steven Furnell, School of Computer Science
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▪ IAM depends upon effective user authentication

▪ effectiveness is the security and usability of the method 

▪ Passwords can be poor in both respects

▪ highlights the need for effective support as well

▪ Other forms of authentication can address some of the issues, but introduce 

others

▪ … and still don’t remove the need for support

▪ Other aspects of user-facing cyber security have similar considerations

▪ we shouldn’t blame users if we’ve not supported them

Conclusions

22 October 2024 Prof. Steven Furnell, School of Computer Science
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