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The power of



1987
Company begins selling 
software to local MoD bases as 
SBL (Software Box Ltd)

1996
SBL secures new MoD security 
contract, saving them £40m

Becomes a Microsoft Large 
Account Reseller

2003
SBL creates Secure Content 
Delivery as a service platform

2008
SBL expands into hardware with 
new technology partners

2019
Entrepreneur Phil Doye acquires 
and invests in SBL

2020
SBL rebrands as boxxe, with the 
mission of making technology 
human

Over 2000 customers supported

2023
boxxe refreshes its brand 
identity, with new look and feel 
and go to market strategy 

2024
boxxe acquires Total 
Computers into boxxe Group 
Ltd.

Our Journey



Our Framework Access
RM6098 Technology Products & Associated 

Services 2
Lots 1, 2, 3, 4, 5, 6, 7 
& 8

RM6100 Technology Services 3 Lots 1, 2, 3a, 3b, 3c & 
3d

RM1043.8 Digital Outcomes and Specialists 6

RM1557.13 G Cloud 13 Lots 1, 2, & 3

RM6147 Technology Online Purchasing 
Content

RM3764III Cyber Security Services 3

RM6173 Automation Marketplace DPS

RM6225 Audio Visual Technical Consultancy 
& Commissioning DPS

Y20011 Software Products and Associated 
Services 2

Y21028 Supply of IT Hardware Lot 1

Y20023 Managed Services

enFrame Software L6 – SL1, SL2 & SL3

HTE ICT Solutions (ComIT)

NHS SBS Digital Workplace Solutions

NOE CPC Provision of ICT Solutions Delivery: 
Professional Services & Consultancy 
Support

Lots 3, 4, 5 & 6

NEUPC HE Networking Supply and Services 
(HENSS)

Lot 1

CPC Software Licenses - Academies and 
Schools

Lot 1 & 2

PFS PFS_EDTECH Framework for 
Education

Lot 1

JISC Web Filtering Monitoring and 
Reporting

Lot 1

SUPC Servers, Storage and Solutions 
National Agreement – Dell 
Technologies

Lots 1, 2, 3 &4



Objective A
Managing risk

COVERAGE

Objective B
Protecting against data 

breaches

Objective C
Detecting cybersecurity 

event

Objective C
Minimising the impact 

of an incident

    

  
  A1, A2, A3, A4 B1, B2, B3, B4, B6 C1, C2 D1



CONSOLIDATION COMMUNICATION GOVERNED FINANCIAL

Approach

  

  
  

  



CAF POINTS ON POINT

Objective A – 

Managing Security 

Risk

Objective B - 

Protecting Against 

Cyber Attack

Objective C -

Detecting Cyber 

Security Events

Objective D - 

Minimising the Impact

Capabilities exist to 

minimise the adverse 

impact of a cyber 

security incident on the 

operation of essential 

function(s), including 

the restoration.

Proportionate security 

measures are in place to 

protect the networks and 

information systems.

Capabilities exist to 

ensure security defences 

remain effective and to 

detect cyber security 

events affecting, or with 

the potential to affect, 

essential functions.

Appropriate 

organisational structures, 

policies, processes, and 

procedures are in place to 

understand, assess and 

systematically manage 

security risks.



            

    

                       

     

                                         
                                            
                                             

                                      
         

                                     
                                               
                        

                                            
                                                 
                                           

                                               
                                            

                       

                                    
                                       
                                            

                           

                                           
                              

           



Objective A – 

Managing Security 

Risk

A1 - Governance

A2 - Risk Management

A3 - Asset Management

A4 - Supply Chain

        

       

                     

          

                

                

            

                

        

       

                         

             

           

                 

  

        

            

        
       

      

        

                        

         

            

             

               

        

                      

     

                   

                

            

            

             

             

             

        

        

          

               

              

Greater Visibility Opens Doors



Objective B - 

Protecting Against 

Cyber Attack

B1 – Service Protection 

Policies, Processes and 

Procedures

B2 – Identity & Access 

Control

B3 – Data Security

B4 – Systems Security

B5 – Resilient Networks 

and Systems

B6 – Staff Training & 

Awareness

           

        
     
      

        
      

           

       
   

       
        
    

       
          
           

      
           

               

            

  
 
 
  
  

 
 
 
  
 

 
 
 
 
  
 
 

 
 
 
 
  
  

               

            

                  

         

       

   

     

       

     

           

        

          

             

            

                

             
         

          
          
       

       
        

        

       
           
         
          

        
        

        

          
        

            

 

         
         

                        

            
          



Objective A – 

Managing Security 

Risk

Objective C -

Detecting Cyber 

Security Events

C1 – Security Monitoring

C2 – Proactive Security 

Event Monitoring

Security Information & 
Event Management

Continuous Threat 
Exposure Mgmt.

Endpoint Detection 
& Response

Identity Threat Detection 
& Response

Email & Application 
Security

Network Detection & 
Response

Data Lake

GenAI & 

Automation

Threat Analytics 

& Intelligence

NIST Cybersecurity Framework 

RecoverRespondDetectProtectIdentify

NIST Cybersecurity Framework



Objective A – 

Managing Security 

Risk

Objective C -

Detecting Cyber 

Security Events

C1 – Security Monitoring

C2 – Proactive Security 

Event Monitoring

Objective D - 

Minimising the Impact

D1 – Response & 

Recovery Planning

D2 – Lessons Learned



Structured approach 

Security Operations Team

Mesh Infrastructure Team

To harness the full potential of a Cybersecurity 

                                   ’  

organisation is possible:

• Optimized Infrastructure Management

• 'Anywhere' Secure Connectivity

• MultiCloud Connectivity Strategy

• Proactive Issue Resolution

• Capacity Planning for Bandwidth & Circuits

U S E R S  &  D E V I C E S

A P P L I C A T I O N S  &  D A T A



Tech solutions 
designed by people, 
for people
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Paul Craddock
Global Solution Architect -

Stratodesk



Stratodesk NoTouch: Secure, Sustainable OS & 
Management for VDI Endpoints for Healthcare

PRESENTER

Paul Craddock 

Global Solutions Engineer

paul.craddock@stratodesk.com
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Azeem Bashir
Group Chief Information & Security Officer - 

CIO\CISO - President - Chair - Cyber Committee 
Member for EMEA & Asia-PAC -

Hamilton Group
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Mike Culshaw
Security Specialist

Zscaler



Zscaler, Inc. All rights reserved.© 2023 38
©2023 Zscaler, Inc. All rights reserved. ZSCALER CONFIDENTIAL INFORMATION  |. Zscaler , Zscaler Internet Access , Zscaler Private Access , ZIA  and ZPA  are either (i) registered trademarks or service marks or (ii) trademarks or service marks of Zscaler, Inc. in the United States and/or other countries. Any other trademarks are the property of their respective owners.

Securing, Simplifying and 
Transforming The NHS

Mike Culshaw 
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Patient Safety Incidents
Increase year on year
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• IT Teams workload 

• Clinical teams workload

• Corporate Staff workload 

 

• Operations cancelled 

• Appointments cancelled 

• No access to information

• Patient 

• Commissioners 

• Media

• Unplanned spend 

• Potential loss of contracted 

services

• Average digital transaction 

cost 8p Average paper cost 

£12 *industry average

• ICO Fines

IMPACT

Productivity 

IMPACT

Clinical

  IMPACT

Reputation

IMPACT

Financial

41

Cybersecurity is a Patient Safety Risk not just an IT risk 
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Find all bank branches1

Break-in 
Least secure branch

2

Getaway with the cash4

Search for the cash safe3

They find your attack surface

Public IPs (Firewalls, VPNs)

AI to identify your attack surface

1

They compromise you

Users or Vulnerable Apps

AI generated phishing campaigns

2

They steal data 

Send to Internet, trusted destination
4

4 Steps for a 

Cyber Attack
Internet Internet 

4 Steps to 

Rob a Bank

DCDC

They move laterally 

AI to discover high value assets, then 

encrypt it

3

The Anatomy of a Cyber Attack



Zscaler, Inc. All rights reserved.© 2023 43

Zero Trust In Action 
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Scenario 1

• How to access via a traditional VPN

• A RECEPTIONIST

• AN ATTENDEE

• A HOST

• A Hacker 
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Scenario 2

• How to access via the ZERO TRUST EXCHANGE

• A RECEPTIONIST

• AN ATTENDEE

• A HOST

• A SECURITY GUARD
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SaaS/Internet Private Apps

Connector

Y      ’     Z                            

IoT/OT User B2B Apps

Stop! Who are you? (Identity)

Where are you going? (App Policy)

    ’          ? (Adaptive)

Prevents Lateral Movement
Connect to apps, not networks

Go, No-Go? (Enforce Policy per Session)

Context is the New Perimeter
Identity can be stolen

Device Risk

Type, Posture

User Risk

Behavior (UEBA)

3rd Party Intel

MSFT, OKTA, CRWD

Destination & 

Content Risk 

TLS inspection

IaaS/PaaS

SAP
Internet

Data 

CenterSaaS

0" 0"

Minimizes the Attack Surface
Apps are invisible, no inbound connections

Stops Cyberattacks and Data Loss
Proxy architecture, SSL/TLS inspection at scale

Managed by others Managed by you

46

Zscaler Zero Trust Exchange Architecture 
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Lets Talk about Shadow IT 

47
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How Zscaler helps with the Gen AI - Headache

50

● Secure Access Control: Zscaler uses Zero 

Trust Network Access (ZTNA) to ensure only 

authorized users and devices can access 

generative AI platforms, reducing the risk of 

unauthorized access and breaches.

● Data Loss Prevention (DLP): Sensitive data is 

monitored and protected to prevent accidental 

or intentional leaks into AI systems.

● Threat Detection: Zscaler inspects AI traffic to 

block malicious activities, such as data 

exfiltration, misuse of AI models, and AI-

generated phishing content.

● Governance and Compliance: Detailed 

visibility and reporting help organizations 

monitor AI usage, enforce compliance, and align 

interactions with regulations.
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Thank you!

Next Steps

1
Pay us a visit upstairs on the 

Zscaler stand 
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Zero Trust 
for CXOs

Download your complimentary copy

Zero Trust for 
Architects

Zero Trust 
for Boards
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Peter Batchelor
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Silverfort



Securing On-Premise Human and Non-Human Identities to 
comply with NCSC CAF Requirements
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Keynote Presentation

Lee Rickles
Director and Chief 
Information Officer
Yorkshire & Humber

Ian Clucas
Deputy CIO
Interweave



Securing Internet-facing Shared 
Care Records

5th March 2025



With the increasing adoption of cloud-based shared care 
records, ensuring the security of internet-facing systems 
handling sensitive patient data is paramount. 

This briefing outlines key security considerations and best 
practices for protecting a system that provides access to over 
8 million health and care records.

Lee Rickles

CIO Humber Teaching NHS Trust

Programme  Director for YHCR

Ian Clucas

Deputy CIO Interweave



Interweave journey



High level overview



Key Security Challenges



Security Framework



Security Framework



Governance and Compliance



CAF

https://www.ncsc.gov.uk/collection/cyber-

assessment-framework

https://www.ncsc.gov.uk/collection/cyber-assessment-framework
https://www.ncsc.gov.uk/collection/cyber-assessment-framework


Centre for Internet Security

https://www.cisecurity.org/controls/v8

https://www.cisecurity.org/controls/v8


Governance and Compliance cont…



Data Security & Encryption



Cyber Security solutions



Resilience and Recovery



Identity and Access Management (IAM)



Third-party and Supply chain



Staff training and awareness



In Summary

• Implement best practice measures and controls

• Continuous monitoring

• Regular training and supply chain audits 

• Update to handle evolving threats

• Compliance with standards and regulations

• Be able to recover!



Thank you!
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Morten Kjaersgaard
Chairman and Founder

Heimdal®



www.heimdalsecurity.com

05 March | 3rd NHS Cyber Security Conference | Convenzis 

 

Building Cyber Resilience in the NHS: 
Compliance, Risk, and Security.



Morten Kjaersgaard
Chairman & Founder, Heimdal

With over 16,000 organizations globally relying 
on Heimdal, we are committed to securing 
healthcare data, reducing attack surfaces, and 
mitigating risks—all while enabling IT teams to 
focus on patient care rather than firefighting 
threats.

Let’s Connect



Securing Healthcare: Cybersecurity Challenges in the NHS

Rising Cyber 
Threats

81% of UK healthcare 
providers experienced 
ransomware attacks, 

highlighting significant 
vulnerabilities.

Complex Software 
Ecosystem

Healthcare institutions 
manage over 20 critical 

IT systems, including 
EMRs, IoT devices, and 

third-party applications, 
creating multiple entry 
points for cyber threats.

Monitoring & 
Detection Gap

55% of healthcare 
organizations lack real-
time threat detection 

capabilities, leaving 
them vulnerable to 

undetected breaches.

Strict Compliance 
Frameworks 81% 20+ 55%

Gov News 2024 Global Lockton 2025 Proofpoint 2024

CAF



What Customers Tell Us:

Extensive Digital Infrastructure

Valuable Data

Operational Continuity is Critical

Growing Threat of Ransomware

Security is Not the Primary Focus

Why the NHS is a Prime Cybersecurity Target



Navigating the 
Vast Attack 
Surface: Routes 
& Risks for NHS 
Cybersecurity

88



The Heimdal Way
One Platform. Total Security.



Advanced Protection for the Healthcare Sector

• Unified Security with Full Local Visibility

• Vulnerability mgmt. w. IPXE & License mgmt. 

• Rights Mgmt. (PEDM), App Control w. , AppFencing 

• Heimdal NGAV with USB mgmt. that supports NHS CSOC

• Compliance, Governance & Audit Reporting

• 24x7 Security Operations Centre

Why Partner with Us



Cybersecurity Manager
Greater Manchester Hospital

“After a POC, we quickly decided to go with 
Heimdal Patch & Asset Management. The 
product practically sold itself: it works 
seamlessly with no disruptions or 
headaches, and you can see the results right 
away. It saves us a lot of time, effort, and 
money.” 

Case Study - GMMH Perfects Their Patching Routine with Heimdal 



Head of IT Infrastructure
Mid Cheshire Hospital

“Heimdal Application Control ticks all our 
needs: a perfect cost-effective solution for 
our environment, a knowledgeable and 
supportive team, and high coverage to 
protect major attack surfaces.” 

Case Study - MCHFT Consolidates Application Control with Heimdal



Navigating the Maze: The Complexity of Multivendor Cybersecurity Landscapes  



Network Security Endpoint Security Vulnerability Management

Email & Collaboration  
Security Threat Hunting

Unified Endpoint 
Management

• DNS Security - Network • DNS Security – Endpoint

• Next-Gen Antivirus, XTP & Firewall 

• Ransomware Encryption Protection

• Patch & Asset Management

• Infinity Management

• Email Security 365

| Email Security 365

• Threat-hunting & Action Center

  | Estate Monitoring

  | User Monitoring (M365) 

• Remote Desktop

• BitLocker Management

Platform & SOC Services

• Extended Detection & Response (XDR)

• Managed Extended Detection & 
Response (MXDR)

Cloud Security

Cloud Security

Privileged Access 
Management

• Privilege Elevation & 
Delegation Management

• Application Control - AppFencing

• Privileged Account & 
Session Management

• M365 Email Security • CASB

• M365 User Security • Cloud Workspace Ransomware 
Protection (MS One Drive)

• Scripting

Heimdal for Healthcare – Modular Extended Coverage

| Email Security ATP & Fraud 
   Prevention

• USB Control



Compliance
Made Easy



Cyber Essentials
& NIS2

Requires healthcare 
organizations to achieve Cyber 

Essentials certification and 
align with NIS2 regulations, 
ensuring baseline security 

protections against common 
cyber threats

Ransomware 
Payment Bans

UK policy discussions are 
shifting towards prohibiting 

ransomware payments, 
urging NHS organizations to 

focus on prevention, 
resilience, and incident 

response rather than paying 
attackers.

Strategies to Meet the Evolving Cybersecurity Standards in UK Healthcare

CAF 
Standards

Establishes structured 
security measures across 
healthcare, ensuring risk 
assessments, privileged 

access management, and 
threat monitoring to 
protect critical NHS 

infrastructure.



Cyber Essentials: Controls & Solutions 

Recommended Modules1. Firewall

2. Malware Protection

3. Patch Management

4. Secure Configuration

5. User Access Control

• Next-Gen Antivirus & XTP

• DNS Security

• Patch & Asset 
Management (PAM)

• Privilege Elevation & 
Delegation Management 
(PEDM) 



Cyber Assessment Framework (CAF): Controls & Solutions 

A
A1 Governance
A2: Risk Management

B

C

D

A3: Asset Management
A4: Supply Chain

B1: Policies, Processes, and Procedures
B2: Identity and Access Control
B3: Data Security

B4: System Security
B5: Resilient Networks and Systems
B6: Awareness and Training

C1: Monitoring Coverage
C2: Proactive Security Event Discovery

D1: Incident Response
D2: Lessons Learned

• Threat Hunting & Action 
Center (TAC)

• Privilege Elevation & 
Delegation Management 
(PEDM) 

• Patch & Asset 
Management (PAM)

• Ransomware Encryption 
Protection (REP)

Recommended Modules



Compliance View: Single Pane of Glass View Across Your Estate



Automated Compliance Reports 



Automated Compliance Reports 



Strategy for ICBs
Multi-tenancy Architecture & Approach



Integrated Care Board

. . .. . .

Central Funding, Management & Local Procurement

Adopt only what you need

Economy at scale

Individual needs with no co-dependency

Integrates with NHS Eng

Regional cyber maturity

NHS ICBs: Security at Scale, with Local Autonomy



Exclusive Offer
Heimdal Essentials for the NHS 



Exclusive Convenzis NHS Offer: Heimdal Essentials for Healthcare

Details:
• Choose any solution from 

our essential modules (e.g. 
Patch Mgmt.)

• Unified Endpoint 
Management (UEM) 
Included:
✓ BitLocker Management
✓ USB Control
✓ Scripting

• Exclusive Bonus: 6 Months 
Complimentary Remote 
Desktop

• Full Professional Services 
for Seamless 
Implementation

✓ Patch & Asset 
Management

Vulnerability 
Management

✓ Next-Gen Antivirus, 
XTP & Firewall 

✓ Ransomware 
Encryption 
Protection

Endpoint 
Security

Pick Any Security Solution & Get Complimentary UEM 
+ 6 Months Remote Desktop

✓ Privilege Elevation & 
Delegation 
Management

Privileged Access
Management

✓ Application Control 
- AppFencing

✓ Remote Desktop

Unified Endpoint 
Management

✓ BitLocker 
Management

✓ Scripting

✓ USB Control



See it in Action: 
www.heimdalsecurity.com

Q&A
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Garvin Taylor 
NHS Lead Client Service Manager

Health Economics Unit 



What do you remember about 2011?

110

•                                “                       ”

• No GDRP until May 2015 

• No Data Protection act 2018



MyHIVforum was launched

111



Unlocking insights

112

The myHIVForum: A vibrant space capturing life-defining reflections of its members

Topic Modelling: Harnessing the power of Natural Language Processing (NLP) to explore the 

abstract 'topics' within the forum posts

Our Objective: 

• To gain a deeper understanding of the issues and themes that matter most to the members of the 

myHIVforum 

• Understand the impart of HIV, on the lives of people living with HIV in areas ranging from 

relationships and sexuality to housing ,work and mental health

• Understand changes in HIV care and treatment and health workers attitudes towards people living 

with HIV 



The myHIVForum: Data

113

Remove 

personal data

Raw Text

Post Date

Post 

Country

51,000 Forum 

Posts

Only platform for people living with HIV

• Mainly anonymous posts

• Confidentiality was not protected legally 

•                             ’             

3 stakeholder meetings

• Current forum members

• THT  

• THT volunteers

• HEU team

5000 members 7000 Topics



Process

114



Results: Dynamic Topic Modelling across UK 2011  2020

115



How did the conversation evolve over time?

116

2011 20152013

2018 2020



Conclusion

117

• A decade long collection of personal and diverse patients' narratives were saved

• Better understanding of the impact of digital health communities on patient centred care

• The concerns and challenges of people living with HIV was mapped out over time

• Better understanding of the evolution of NHS medical pathways

• Peer to Peer support was critical in the early days where limited information was available 



  ’                         

118



  ’                         

119

The importance of Trust to reduce Health inequalities

• People with protected characteristics must trust that their medical 

                               “          ”                   

future date

• Health inequalities will increase, if we do not protect their data

• Ensuring confidentiality of the patient's information is critical 

Build trust with data collection to continue to improve and reduce 

health inequalities with potentially vulnerable minority groups

Patients' 
data

Confidential

Trust

Data 
Protection 



Thank you 

garvin.taylor@nhs.net

https://healtheconomicsunit.nhs.uk/

https://healtheconomicsunit.nhs.uk/
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Patrick Maw
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Patrick Maw  - Consultant Clinical Scientist

Medical Physics and Biomedical Eng

University College London Hospital

March 2025



What is a Medical Device?
 Medical Device Directives 93/42/EEC

 Any instrument, apparatus, appliance, software, material or other article, whether used alone or in combination, 
together with any accessories, including the software intended by its manufacturer to be used specifically for diagnostic 
and/or therapeutic purposes and necessary for its proper application, intended by the manufacturer to be used for 
human beings for the purpose of:

 Diagnosis, prevention, monitoring, treatment, or alleviation of disease

 Diagnosis, monitoring, treatment, alleviation of, or compensation for an injury or handicap

 Investigation, replacement, or modification of the anatomy or of a physiological process

 Control of conception

 This includes devices that do not achieve their principal intended action in or on the human body by pharmacological, 
immunological, or metabolic means—but may be assisted in their function by such means.



Regulations

 Essential Requirements for Performance and Safety (GSPR)

 Classification of Medical Device by risk – Class I (Low), IIA, IIB (Medium)  
and III (High) 

 Medicines and Healthcare products Regulatory Agency (MHRA) – 
Competent Authority for UK – Previously the MDA

 Application through law of the MDD

 Later revisions to the MDD 1993 and the new MDR recognise software as a 
Medical Device.

 



Classification of Medical Devices by Risk
 Class I

 e.g. Surgical Gauze, Wheelchairs

 Class IIA

 e.g. Hearing Aids, Ultrasound Equipment, Patient Monitors

 Class IIB

 e.g. Infusion Devices, Surgical Lasers

 Class III

 E.g. Prosthetic Joints, Stent Graphs

 Changes to the medical device requires the CE marking process to be 
carried out for re validation. 



What do Networked Medical Device look like?



Traditional Medical Devices



Software medical devices



Why Network Medical Devices?
 Requirement for an Electronic Patient Record (EPR).

 What we have\had:



What we have\had.



Medical IT Systems



Transition to a new EHRS

Source of truth for 
patient information



Device Connections





What are the problems?
 A lot of current Medical Devices are based on 

Windows Operating Systems.

 More importantly older Windows OS’s -



What are the problems?
 Operating systems such as:



What are the threats?

138 known hacking groups



Networked Medical Devices
 How do we deal with this???

 NO – We implement measures to mitigate the risk.



How are IT networks protected?



Why is this a problem?
 Traditional medical device patches can arrive months after any known 

exploits.

 Also unlikely to be able to run any AV

 Monitoring Agents cannot be installed.

 Software medical devices that run on standard PC hardware may not be 
allowed to install patches or AV if the manufacturer doesn’t allow.

 This would invalidate the CE\UKCA marking.



Why is this a problem?

No Visibility of traditional medical devices

No Real Time information on cyber issues

No idea what devices are communicating with



AI Based Intrusion Detection



How Does It Work?
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Cynerio Platform: Security First Approach

14
5

www.cynerio.com

Empowered by AI & ML

loMT

loT

lT
O

T

Reactive
Pr

oa
ct
iv
e

Network Detection 
& Response

Attack 
Forensics

IR Playbooks & 
Reporting

Device Discovery & 
Profiling

Risk Discovery & 
Prioritization

Risk Reduction



Complete Asset Visibility - Medical / IoT / IT / OT
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Automated Discovery and Analysis

Over 150 Attributes per device

Single Pane of Glass

Location Information with integrations to Wireless systems

Device/Fleet Utilization  (Daily and last 30 days)

Digitized MDS2 forms for ease of search/ FDA recalls



Reporting Center
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Role based access & customization

Automated compliance reporting

Simplified internal & external audits 

Time-saving automation & reduction of manual work



Things to remember
 Medical Devices share the same vulnerabilities as PC’s when networked.

 However the differences due to regulation must not be forgotten.

 If handled correctly there is a great benefit to the care path of a patient. 

 Most of the standard protective measures apply.

 Anti-virus, Patching and Password complexity.



Password Security



Questions??????
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Keynote Presentation
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